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Abstract

Wth the related applications of wireless sensor networks getting
into our lives quickly, the research of WoN is grow ng nore and nore
necessary. The nost significant problemwhich threatens the
successful depl oynment of sensor systens is privacy, there are nmany
protocols providing the security of news content for the WBNs.
However, due to the open feature of sensor networks, context
information is still in an exposed state, which nmakes the network be
vul nerable to traffic analysis attack and hop by hop traci ng back
packet attack. Thus location privacy protection prograns have been
proposed. In this paper, we analyze and conpare the existing ngjor
schenes conprehensively, nmeanwhile illustrate their theoretical
nodel s, principles and the advantages and di sadvantages in detail.
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1. Introduction

Wth the rise of Internet of things, wreless sensor network (WN)
which is an integral part of Internet of things have a very broad
appl i cation prospects.

WBNs consi st of a |large nunber of mcro sensor nodes, those nodes are
capabl e of sensing information, conputing and comuni cati ng.

However, due to the | ow cost of these nodes, the storage capacity of
battery is small, the conputing capability of node processors is |ow,
and the comuni cation of wi reless comunication device is |imted.
Overall wireless sensor networks have the follow ng characteristics:

| arge-scal e, self-organizing, nulti-hop routing, dynamc, resource-
constrai ned and applications related. These features nake the

wirel ess sensor networks have broad application prospects in
mlitary, environnment, nedical treatnent, smart hone.
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Wrel ess sensor networks could be used to collect sensitive
informati on or deployed in hostile or unprotected environnment, which
make protecting the privacy of sensor nodes be crucial in the current
WBNs, the privacy issues in WoNs are divided into two categori es:
content privacy and context privacy. |In order to solve the problem
of content privacy, for now, many encryption and authentication
mechani snms[ RFC4948] [ RFC4949] have been proposed and used, and can
basically neet the correspondi ng requirenents. But due to the open
feature of WBNs, the exposure of context information can cause the
user’s secret leak to the attacker, especially attacker can | ocate
the source node or destination node (base station) through traffic
anal ysis and hop track packet stream The |ocation of source node
and base station are very sensitive in many WEN applications such as
in precious aninmals detection system the position of animals (source
node) can’t be exposed to illegal hunters; in battlefield information
col l ection system the position of soldier (sink node) who accepts a
variety of information can’'t be exposed to the eneny. Because of the
i nportance and necessity of l|ocation privacy, this paper has a
research on principles, advantages and di sadvant ages of current main
| ocation privacy protection agreenent (PhR PhR] (GRON GROW, PRLA

[ PRLA] ), PUSBRF[ PUSBRF], LPR [LPR], LPSS[LPSS], DEFP[DEFP]).

Based on the property of object which needs to be protected, this
paper divides the possible attackers into two categories: the
attackers who attack source node and the attackers who attack sink
node, and establishes correspondi ng nodels according to their

i ndi vidual features. According to the attacker nodels we propose
appropriate protection agreenments and di scuss their advantages and
di sadvant ages.

The main contributions of this paper are as foll ows:

(1) We divide possible attackers into two categories based on the
property of object which needs to be protected for the first tine,
and establish the correspondi ng attack nodel s;

(2) We put forward the corresponding settlenent agreenents in
accordance with attack nodels on the basis of scientific ideas that
di scovering problens then solving them neanwhile we conduct

conpr ehensi ve anal yses and conpari sons on the main | ocation privacy
protection agreenents systematically for the first tine;

(3) W sunmarize the maxinumintensity attacker that each privacy

protection agreenent can handl e by anal yzing and conparing, then
concl ude the respective applicable scenario of each agreenent.
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2.

2.

The Attack Mbdel s

The objects protected in WoNs are usually the source node (such as in
preci ous animals detection system the position of the node which has
nmonitored animals can’t be exposed to illegal hunters) and the sink
node (such as in battlefield information collection system the

| ocation of the |ast node which is responsible for transferring a
variety of information to the soldiers can’t be exposed to the
eneny). According to the property of object which needs to be
protected we divide possible attackers into two categories: the
attackers who attack source node (source attackers) and the attackers
who attack sink node (sink attackers). This article assunes that two
types of attackers both have the follow ng characteristics: &#9312;
attackers have excellent hardware, sufficient storage space and

power ful conputation ability; &#9313; attackers can detect traffic
only in one region, but are not capable of decrypting data packets

[ PRLA] ; &#9314; attackers can only trace the nodes sendi ng data
packets but the nodes receiving data packets.

1. The Model of Source Attackers

The process of attacker tracing back source node’s |ocation is
described as follows: the attacker starts nonitoring at the sink
node, when nonitored a nessage, he can deduce that the signal is

i ssued by node A through wireless signal positioning device, then
noves immediately to node A to continue to wait, when a new nessage
recei ved he determnes that it was issued by node B and then quickly
noves to node B, repeat this process can trace to the |ocation of the
sour ce node.

Thi s paper divides the source attackers into two categories based on
the sources attackers’ tracking nethod: the patient source attacker
and the careful source attacker.

The nodel of patient source attacker is described as follows: the
attacker follows a sinple and natural attack strategy: he starts on
the position of sink node (base station) to wait until a new nessage
is heard, and then inmediately nove to the node that generated the
nmessage, repeat this process until the |location of the source node is
traced.

The nodel of cautious source attacker is described as foll ows:
because sonme privacy protection technology [3] could | ead an attacker
to strand at a location renote fromthe real source node, the
strategy of cautious source attacker is limting the eavesdropping
time in one position, if he has not received any new nmessages within
a specified tine interval, he thinks that he was m sled to current
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position, and then hops back to the previous position to continue
l'istening.

2.2. The Mdel of Sink Attackers

Sink attackers determ ne which nodes are on the transm ssion path
according to the tinme sequence of date packet transm ssion, then
nobi |l e hop by hop, and finally get to the sink node. The process of
attacker tracking sink node’'s position is described as foll ows:
assum ng the attacker listening for nessage transnmitting within the
range of one hop at node C, he nonitors that node C sends a data
packet at first, then node B transmts a data packet subsequently,

t he attacker noves to the node B immedi ately and infers that the
transm ssion path at this time is Cto B, according to this nethod,
the attacker tracks the location of the nodes which are one hop from
t he base station as having captured the sink node.

Simlarly sink attackers are also divided into two categories: the
pati ent sink attacker and the cautious sink attacker. The principle
of their attacker nodel is simlar to the principle of corresponding
source attacker nodel, not repeat them

3. Location Privacy Protection Agreenents

In order to prevent these attackers from destroying the | ocation
privacy security of wireless sensor networks, a series of security
protocol s are proposed, such as: phantomrouting (PhR), source

| ocation privacy preservation protocol in wreless sensor networks
usi ng source-based restricted flooding (PUSBRF), |ocation-privacy
routing protocol (LPR), |ocation privacy support schene (LPSS),
differential enforced fractal propagation (DEFP). This section wll
classify these main protocols and describe the principle of each
protocol in detail.

In this paper, we divide the main privacy and security protocols
whi ch are nentioned above into three categories: source |ocation
privacy protection protocols, sink |ocation privacy protection
protocol s and both | ocation privacy protection protocol. Source

| ocation privacy protection protocols include: PhR, PUSBRF; sink

| ocation privacy protection protocols include: LPR, DEFP; and both
| ocation privacy protection protocol includes LPSS.

3.1. Source Location Privacy Protection Protocols
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3.1.1. Phantom Routing (PhR)

Take the panda-hunter nodel [ PhR] for exanple, the description of
phantomrouting is decribed as follows: in PhR, the transm ssion of
each information goes through two phases: &#9312; the random wal k
phase , may be a pure randomwal k or a directional wal k (based on
sector or hop count between the node and the sink node[ PhR]); &#9313;
subsequent fl oodi ng/single-path routing phase, which will send the
information to the sink. Wen the source node sends a nmessage, the
nessage i s unicasted Hwal k hops randomy, then pass it to the base
station based on the baseline (probability) floodi ng[] SECH] or singl e-
path routing[ PhR]. Because of PhR, after an attacker intercepted
messages i he will wait a long tinme before receiving the next nessage
i +1, when he finally receives the nessage i+1, the instant sender of
this message may | ead the attacker to the position which is away from
t he true source node.

On the basis of phantomrouting (PhR) al so proposed the phantom
routing wth location angle (PRLA)[SECE], PRLA is consist of three
phases: &#9312; the sink node floods a query nessage in the whole
network, so that each node can creates the shortest path to the sink
and divides its neighboring nodes into two direction collections
according to the distance between nei ghbori ng nodes and the

si nk; &#9313; the source node produces a limted flooding with the
range of random wal k, this process nakes each node can get the
inclination angle of respective neighboring nodes and cal cul ate the
transmtting nmessages possibility of each nei ghboring node; &9314;

t he source node sends date packets to the sink node, each data packet
wll be transmtted Hw hops in a random wal k way based on the
inclination angle, then along the shortest route path goes to the
sink node fromthe phantom source node.

PRLA is essentially an inprovenment of PhR s random wal k phase, to a
degree it avoids the generation of the offset path[PUSBRF], on the
basis of PhR it further inproves the safety tine.

G eedy randomwal k (GRON is essentially an inprovenent of PhR' s
random wal k phase too, in GRON the sensor node each tinme selects a
nei ghbori ng node fromthose who did not participate in the random
wal k phase, in this way, randomwal king is always trying to cover a
area where hasn’'t accessed to by greedy strategy[ GRON, thereby
inproving the ability of sensor networks against attackers.

3.1.2. Protocol Using Source-based Restricted Fl oodi ng (PUSBRF)
PUSBRF protocol is consist of four phases: &9312; network security

initialization phase; &#9313; source node h hops |imted fl ooding
phase; &#9314; h hops directional routing phase, the direction of each
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hop is selected by the current node based on the m ni num hop val ue
that its neighboring apart fromthe source node; &#9315; the shortest
pat h routing phase.

The process of network initialization phase is described as foll ows:
conplete the establishnent of the key, discover the nei ghboring nodes
to achieve the informati on of m ni mum hop val ue that each ordinary
nodes apart fromthe base station, and each node pre-|oads the
foll ow ng paraneters: the public key (Kpub) used for nessage
encryption, the |ist of neighboring nodes (Tu), hop value h, then
generate a base-station broadcast in the whol e netwrk, the base
station broadcasts the initialization nessage BM={ BRO BASE, | D, hop_bs}
in the entire network, in which BRO BASE indicates the type of
nmessages, ID indicates the identity of the node that sent the
nmessage, hop_bs indicates the hop count of the nessage which is
initially 0., PRLA is consist of three phases: &9312; the sink node
fl oods a query nessage in the whole network, so that each node can
creates the shortest path to the sink and divides its neighboring
nodes into two direction collections according to the distance

bet ween nei ghbori ng nodes and the sink; &9313; the source node
produces a limted flooding with the range of randomwal k, this
process makes each node can get the inclination angle of respective
nei ghbori ng nodes and calculate the transmtting nessages possibility
of each nei ghboring node; &#9314; the source node sends date packets
to the sink node, each data packet will be transmtted Hw hops in a
random wal k way based on the inclination angle, then along the
shortest route path goes to the sink node fromthe phantom source
node.

The process of the source node h hops Iimted floodi ng phase is
described as follows: it nmakes the source node realize the broadcast
in whole network within h hops, each node which is in the rage of h
hops fromthe source node gets the mnimal distance between itself
and the source, then in list Tu adds the m nimal hop value that the
nei ghbori ng nodes away fromthe source node and records the val ue.

The phantom source nodes generated in h hops directional routing
phase are far enough away fromthe real source node and their

| ocation is diverse. The shortest path routing achieves transmtting
packets fromthe phantom source node to the base station in a
shortest period of tine.

3.2. Sink Location Privacy Protection Protocols
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3.2.1. Location-privacy Routing Protocol (LPR)

Because the goal of routing protocols is to transmt a packet al ong
t he shortest possible path to the destination, the packets’
forwarding direction is always pointing to the receiver. Then the
attacker will determ ne the wight node which the real package goes
to according to the general trend of path. |In order to resist this
ki nd of problem LPR protocol has been proposed.

LPR random zes routing path, so that the forward direction of
packages does not always point to the receiver. The route consists
of two phases: &#9312; each sensor node divides his neighboring nodes
into two lists: a closer list which is consist of the neighboring
nodes whose distance to the destination is shorter than its own; a
further list which is consist of the neighboring nodes whose distance
to the destination is longer than equal to its own, the specific
classification criteria refer to the literature [LPR]. &#9313; Wen a
sensor node forwards a date packet, he chooses a nei ghbor node in one
of the two lists randomy as the next hop node of the package, and
the selection probability fromthe further |ist as the next hop node
is Pf, so the selection probability fromthe closer list as the next
hop node is 1-FPf

3.2.2. Differential Enforced Fractal Propagation (DEFP)

DEFP is a sinple distributed al gorithm based on DFP[ DEFP]. The key
idea of the programis to | eave early packet forwardi ng nodes have a
hi gher chance of fal se packet transm ssion in the next phase, at the
begi nni ng DEFP al |l ocates one vote to every nei ghboring node. Wen a
node sel ects one of his neighboring nodes as the next node which is
fal se packets forwarded to, the votes of the node increase k.
According to this approach, after using lottery scheduling algorithm
[ SECH, when a node has forwarded a fake packet to one of its

nei ghboring nodes, it will continue to forward ot her fake packets to
t he sanme nei ghboring node with rising probability.

3.3. Both Location Privacy Protection Protocols

The program consi sts of two phases: &9312; Each sensor node divi des
hi s nei ghboring nodes into three sets: a snmall gradient [SECT]set
conpri sed of the neighboring nodes with smaller gradient val ue; an
equi val ent gradi ent set conprised of the neighboring nodes with the
same gradi ent value; a large gradient conprised of the neighboring
nodes with | arger gradi ent value. &#9313; Wen a nei ghboring node
transmts a packet, he selects the next hop node fromthe equival ent
gradient set with the probability Pi, or selects the next hop node
fromthe small gradient set wwth the probability 1-Pi. LPSS al so can
be used conbine with the fake package strategy.
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4.

Per f or mance Conpari son

This section conpares the perfornmance of the | ocation privacy
security protocols mainly by three paranmeters: security strength
(safety tine), transm ssion delay, comrunication overhead.

(1) Safety time (privacy protection strength): the nunber of packages
sent by the source node before the target node exposed to the eneny
(before hunters capturing the panda or eneny discovering soldiers who
receive information), the nore of packages be sent the | onger of
safety period, conversely the shorter of safety period;

(2) Energy | oss (conmmunication overhead): the average hop val ue

t hrough which the data packet sent by the source node eventually
arrives at the sink node (base station), and the |ager of the hop
val ue the greeter of communi cation overhead, conversely the snaller
of conmuni cati on over head;

(3) Propagation delay (transm ssion delay): the period in which the
dat a packet sent by the source node eventually arrives at the sink
node (base station), obviously |ager of the average hop val ue the

| onger of transm ssion delay, conversely the shorter of transm ssion
delay. Conbining with the consequence in (2) can easily concl ude
that the conmuni cation overhead is proportional to transm ssion

del ay.

In order to facilitate the conparison, source |ocation privacy
protection protocols all use the sane sinulation configuration: in

t he OWNet [ SECT] si nul ati on environnment, we distribute 10000 sensor
nodes uniformy in the network with area of 6000*6000 n2, in which

t he conmuni cation radi us of each node is 110m So the average nunber
of nei ghboring nodes of each node is 8.64, weakly connected nodes
(node nunber of nei ghboring nodes is |l ess than or equal to 3) account
for only about 1% the attackers begin tracking fromthe base
station.

The communi cation overhead is closely related to two paraneters: the
hop val ue of random wal ks and the distance between the source node
and the base station. Wen research the changing trend with one
paranmeter, we need to assune the other paraneter as a fixed val ue.
Assune that the distance between the source node and the base station
are 60 hops, the relationship between conmuni cati on overhead and hop
count of random directional wal ks shows that:&#9312; Wth the nunber
of random di rectional hops increasing, the comuni cation overhead
(average transm ssion delay) of PhR and PUSBRF both increase. This
i s because with the nunber of random directional hops increasing,
dat e packets need forward nore tinmes during randomrouting phase to
reach phant om source nodes, however, this phase doesn’t make
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contribution to pass packets to the base station, thus their

conmuni cati on over head i nproves. &9313; Wen the random directed hop
value is fixed, the comrunication overhead of PUSBRF is slightly

hi gher, because the directed wal k of PhR is based on the nunber of
hops between the node to the base station, so PhR only need the base
station broadcast in the whole network, but fromthe above nentioned
phases of PUSBRF protocol we can see, PUSBRF requires not only the
base station broadcast in the whole network but al so needs the source
node broadcast in the whole network within h hops.

Make the val ue of random directional hops as h=15, then the trend of
the two protocols between the conmuni cati on overhead and hops from

t he source node to the base station shows that: &#9312; the

conmuni cati on overhead (average transm ssion delay) of PhR and PUSBRF
both increase with the distance between the source node and the base
station increasing. This is because with increasing di stance between
the source node and the base station, the data needs to go through
nore hops to reach the base station. &9313; when the hop val ue of two
protocol s between the source node and the base station are the sane,

t he communi cati on overhead of them are about the sane.

(3) The security period is closely related to two paraneters: the

val ue of random directional hops and the di stance fromthe source
node to the base station. Assunme that the distance between the
source node and the base station are 60 hops, then the trend of the
security period and the random directional hop val ue shows that:
&#9312; The security period of PhR and PUSBRF both increase with h
increasing. This is because the increasing h makes the distance

bet ween t he phant om source nodes generated by two protocols and the
real source node further, then generates nore random paths whi ch nmake
t he source attackers nore difficult to trace. &#9313; Wen the random
directional hop value are the sane, the security period of PUSBRF is
much | onger than PhR' s, this indicates that the safety performance of
PUSBRF is better than PhR's. This is because phant om source nodes
generated by PUSBRF are nore diverse geographically than which are
gener ated by PhR[ PRLA]

Make the val ue of random directional hops as h=15, the trend of the
security period and the distance fromthe source node to the base
station shows that: &#9312; Wth the increasing of the hop count

bet ween the source node and the base station, the security period of
PhR and PUSBRF al so increases. This is because when the hop count is
| arger, the nore hops that source attackers need to trace back to the
real source node. &#9313; Wien the hop count between the source node
and the base station of two protocols are the sanme, the safety
performance of PUSBRF is better than PhR s, indicating that the
safety performance of PUSBRF better than PhR, the reason is the sane
as above.
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The performance conpari son of above two protocols and LPSS used with
fake packets shows that: the safety performance of pure LPSS is

bet ween PhR and PUSBRF, so are conmmunication overhead and

transm ssion delay, when LPSS is used with the fal se packet strategy,
the safety tinme increased substantially and the conmuni cati on

over head becones | arger, but the transm ssion delay is still close to
pure LPSS protocol, which is because the transm ssion paths of true
packets are the sane with pure LPSS, fake packets just used to
confuse attackers, and don't affect the transm ssion of true packets.

In summary, conpared to the pure flooding and single- path routing,
PhR can resist the attacker’s packet tracing attack to sone extent,
but the phantom source nodes generated by PhR concentrate in one area
wi th high probability; PUSBRF protocol makes up this deficiency, it
can generate phantom source nodes which are geographical diversity

wi th equal probability, and enhance the security of the source node’'s
| ocation privacy effectively, however the inprovenent of security
period at the cost of increasing of communication overhead, so the
conmuni cati on overhead of PUSBRF is nore than PhR's, the transm ssion
delay is longer too, and can’'t wei gh between the security period and
t he communi cati on overhead; gets the wei gh between security period
and transm ssion delay by adjusting the value of the paraneters Pi
When LPSS is used conbines with fal se packet strategy, it can achieve
i npressive safety performance, but at the cost of conmmunication

over head i ncreasi ng.

The above three protocols can withstand source attackers (i ncluding
patient source attackers and cautious source attackers), and are nore
resistant to cautious source attackers[SECW, their pros and cons
make we shoul d sel ect the appropriate protocol according to specific
application requirenents.

The sinmulation results of |ocation privacy protocols which can
protect the sink node (base station) are shown as foll ows:

In order to facilitate the conparison, sink |ocation privacy
protection protocols all use the sane sinulation configuration: in
the OWNet sinulation environnent, we distribute 2500 sensor nodes
uniformy in a sensor network, nake the average nunber of nei ghboring
nodes of each node be 8, and attackers began tracking fromthe source
node.

(1) At the packet forwarding phase LPR protocol selects the next hop
node fromthe further list with probability Pf, and get the trend
bet ween the transm ssion delay and hop count fromthe source node to
t he sink node of pure LPR when Pf is 0.0% 25% 37.5% nmeanwhile
conpare with DEFP. The resulet showa that: &#9312; with the

i ncreasi ng of distance between the source node and the base station,
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the transm ssion delay of two protocols both increase. This is
because when the source node is far away fromthe base station, sink
attackers at the source node need to track nore hops to reach the
base station; &9313; when the di stance fromthe source node to the
base station are the sanme in LPR the transm ssion delay increases
with the increasing of Pf. This is because Pf is the probability
with which we select the next hop fromthe further list, the |arger
of Pf the nore likely to choose the next hop fromthe further |ist,
whi ch extends the transm ssion path; &9314; when the di stance between
t he source node and the base station are the sanme, the transm ssion
delay of LPR is |onger than DEFP s.

(2) The trend between security period and Pf of pure LPR protocol and
conpare with DEFP shows that: &#9312; wth the increasing of Pf, the
security period of LPR increases. This is because Pf is the
probability with which we select the next hop fromthe further 1|ist,
the larger of Pf the nore likely to choose the next hop fromthe
further list, which extends the transm ssion path, so sink attackers
need trace a longer tine to reach the base station; &9313; the
security period of LPRis longer than DEFP's, and the |arger of Pf

t he higher anplitude of LPR s security period |onger than DEFP s.

The performance conpari son of above two protocols with fake packets
strategy, pure LPSS and LPSS with fake packets strategy indicates

t hat: when DEFP, LPR, LPSS all used with fake packets strategy, the
security period of three protocols all inproving, the transm ssion

del ay remain constant, but the energy consunption increasing.

In summary, LPR can get the bal ance between privacy protection
strength (security period) and energy consunption by adjusting Pf
LPR with fake packets strategy can effectively inprove the safety
performance of the program conpared with DEFP, but its transm ssion
del ay and conmuni cati on overhead are far greater than DEFP's, LPSS
get the trade-off between transm ssion delay and security period by
adjusting Pi, and with the increasing of hop counts between the
source node and the sink node, the safety strength (security

peri od) of LPSS increases evidently dramatically than LPR, but LPSS
can only play full advantage when it is used wth fake packets
strategy, otherwise it isn't superior than LPR and DEFP

conpr ehensi vel y.

The above three protocols can resist sink attackers (including of
pati ence sink attackers and cautious sink attackers), and they al
have their pros and cons, we need select the appropriate protocol
according to specific application requirenents.
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5.

Security Consi deration

Thi s paper divides attackers into two types based on the properties
of the objects which need be protected: source attackers and sink
attackers, then establishes correspondi ng attack nodels, after that
we propose appropriate protocol in accordance with attack nodel s,

i ncl udi ng phantomrouting (PhR), source |ocation privacy preservation
protocol in wreless sensor networks using source-based restricted

fl oodi ng (PUSBRF), |ocation-privacy routing protocol (LPR), |ocation
privacy support schene (LPSS), differential enforced fractal
propagation (DEFP). At |ast we have conprehensive anal ysis and
conparison of these | ocation privacy protection protocols
systematically, mean while sumup the advantages and di sadvant ages of
each protocol

| ANA Consi derati on
To be conpl et ed.
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