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Abstract

WebRTC provides a solution for peer-to-peer stream ng between web
applications by |everaging a Real -Tine Protocol (RTP) stream between
two clients. This RTP streamis expected to be sent over an UDP
(Uni versal Datagram Protocol) connection, which by definition has no
built-in reliability. Recently the FEC FRAME Wirking G oup of the

| ETF has cone up with a framework and techni cal recommendati ons for
applying forward error correction (FEC) to unreliable streams. This
framework can be applied to WebRTC with m ni mal changes to the

speci fication.
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1. I nt roducti on

Forward Error Correction (FEC) is a well-known techni que for
improving the reliability of packet transm ssion over networks that
do not provide guaranteed packet delivery by adding repair packets to
the original packets. The |IETF has defined a "buil ding bl ock"
approach to the specification of FEC to stream ng protocols, based on
RFC 5052 [ RFC5052] and RFC 6363 [ RFC6363]. Borrowing fromthe
term nol ogy of RFC 5052 [ RFC5052], the FEC can be applied to any

payl oad of a CDP (content delivery protocol). Since WbRTC defi nes
RTP as its target CDP for nedia streamng, it stands to reason that
the I ETF building block framework is readily applicable to WbRTC

1.1. Bl ock Code I ntroduction

Det ai | ed understanding of all the different types of FEC is beyond
the scope of this docunent. Note that FEC in its nost fundanental
description involves the encoding of a nessage derived from an

al phabet into a representation that is also derived fromthe sanme
al phabet. Moreover, FEC encoding results in redundancy, i.e. the
addition of information to the nmessage that can help in retrieving
the original nmessage in the presence of |oss of parts of the
transm ssion. |f the nmessage is conposed of k individual entries
fromthe al phabet and the FEC encoding results in a new collection of
entries (also referred to as a codeword) of length n, then the FEC
code is said to be of rate k/n or is sonetines said to be a (k,n)
code.

FEC s that operate on individual nessages w thout dependency on ot her
nmessages in a given sequence are sonetines referred to as bl ock
codes. As another way of visualizing this, assunme that a nessage to
be sent over a communications channel is derived froma grouping of
synbol s derived from an al phabet (e.g. a binary al phabet can be
represented by the set {0,1}), and can be represented as a collection

of words {mO, m1, ..., m(k-1)}. Then the resultant codeword
generated by applying the FEC can be represented as a collection of
words derived fromthe sane al phabet {¢c_ O, c_1, ..., c_(n-1)}. If

all n of the words of this codeword are sent over a conmuni cati ons
link and at nost n-k of the words of the codeword are |ost, then
ideally an FEC code can conpletely recover the original message.

The bl ock code can be represented in terns of a generator matrix G
(of binary entries) acting upon a nessage vector m
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G=19g.(0,0) g (0,1) ... 9g(0,n-1) |, m=mOml... m(k-1)]
Ig_(l,O) g (1,1 ... 0(1,n-1) I
g (k-1,0) g (k-1,1) ... g (k-1,n-1)]

Generator Matrix and Message Vector
Figure 1

A codeword c is generated by a matrix-vector nultiplication of Gwth
m Sone of the words of the codeword c, each word sent in a separate
packet together with a word identifier, may be |lost and not arrive at
the receiver. The receiver can determ ned which words are received
in packets fromthe word identifiers included in the packets. Based
on the word identifiers, the FEC decoder can recover the original
nmessage.

If the block code in question is systematic, then a subset of the
generated codeword is the original nmessage itself. Such codes allow
for a clean separation of the codeword into source synbols and
redundancy synbols. |In this case, then generator matri x can be
represented as

G=19g.(0,0) g (0,1 g (0,n-k-1) 1 0 0. 0]
|g_(1,0) g (1,1 g (1,n-k-1) 01 0. 0]
I . |
g (k-1,0) g _(k-1,1) g (k-1,n-k-1)0 0 O 1]

Generator Matrix for Systematic Code
Figure 2

A nore detail ed overview of block codes, their derivation, and
t heoretical analysis can be found in textbooks such as [ Wcker].

2. FEC FRAME Overvi ew

The buil ding bl ock approach of RFC 6363 [ RFC6363] allows for a
straightforward application of a preferred block code to stream ng
protocols such as RTP. The chosen bl ock code nust satisfy the

requi renents of RFC 5052 [ RFC5052]. A valid FEC encodi ng schene will
have an | ANA- assi gned FEC Encoding ID. Since the building bl ock
approach to applying block codes to stream ng protocols has been
standardi zed by the IETF, it is not necessary to discuss the
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speci fied approach in this docunent. However, a s
bet ween the Framework Architecture of RFC 6363 [RF
reproduced here to provide context.
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Figure 3

Wth respect to the above figure, the application
essentially be a logical collection of the user ag
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WebRTC- enabl ed web application, and the application data unit (ADU)
flows could be the RTP packets provided by the user agent

i mpl enentation of WebRTC. Note that it is also allowed in the
specification to rmultiplex additional RTP-encapsul ated redundancy
packets onto UDP, which is useful for providing additional resiliency
for nulticast traffic. After application of block encoding, the
encoded bl ocks can be identified by an FEC Source I D which is
appended to the block of data. It is not required if there are other
nmeans to indicate to the receiver a unique identifier for the encoded
dat a bl ock

It should be noted that the use of FEC does not come without its own
costs. For instance, the selection of the block size (ADU size) has
a direct inpact on latency as the transm ssion of the stream nust be
del ayed while the payload is forned for FEC encoding. This is

i nportant due to the fact that nmany bl ock coding schenes tend to be
nore effective with larger block sizes. Mreover, encodi ng and
decoding | atency are applicable (although advancenent in processor
speed has nade this less of an issue). Finally, the anount of
redundancy affects the overall throughput. The |arger the anount of
redundancy, the less likelihood that random | osses will result in the
recei ver being unable to decode data. However, greater redundancy
(i.e. asmaller k/in ratio) has a direct inpact on the anount of
application data that can be sent over a fixed tine interval

3. Latency Mtigation

Wi | e FEC encodi ng provides resiliency in the face of packet loss, it
al so introduces |atency. Assune a systemwhere the source rate for a
streamis R bits/second, and the nunber of bits to be encoded using a
k/n code is B. In order to encode B bits to produce the necessary
redundancy, which is in the anount given by B(n-k)/k, it is necessary
for the sender to buffer a block of B information bits. Therefore,
one woul d assune that the sender woul d have to delay transm ssion by
at least the tine it takes to generate one block of information bits
fromthe source, i.e. B/R However, note that the in nost bl ock
codes, the first part of the codeword sent is the actual source
information bits. Therefore it is conceivable that transm ssion from
the sender to receiver could cormence while the source bits are being
buffered at the sender-side encoder.

Assune that the rate of the code is k/n = 1/2, i.e. the nunber of
redundancy bits is equal to the nunber of source bits when encoding a
bl ock of data. The sender, as one latency mtigation strategy, could
del ay transm ssion of the encoded data (source and redundancy bits)
by half the duration of a source block, B/(2R), and then send at
twice the source data rate (2R). After the entire bl ock of
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information bits B has been buffered at the sender, then the sender
can transmt the remaining code bits at 2R This results in an
overall latency of B(n-k)/(2k), or half of the tine it takes for the
source to generate B bits of data.

tinme(s) O B/ (2R B/ R 3B/ (2R)
S . S +
| Delay data | Send source | Send redun- | Sender
| transmission | bits at 2R | dancy at 2R |
S S S +

| Wait for datal] Rcv. source |Rcv. redundan- | Recei ver
| | bits at 2R | cy at 2R |

Decode and send to renderer

Latency Mtigation Strategy Tineline for Rate 1/2 Bl ock Code

Figure 4

4. Session Description Protocol |npacts

The inplications for SDP at the tine of the witing of this docunent

are not fully known as there is still debate as to the semantics of
SDP for WbRTC. A proposal for SDP usage in WbRTC was described in
[1-D. nandakumar-rtcweb-sdp]. |In addition, the SDP el enents required

for FEC are described in RFC 6364 [ RFC6364]. Leveragi ng the exanple
of Section 5.1 in [I-D. nandakumar-rtcweb-sdp], a 2-way video and
audi o session offer/answer exchange can be depicted for two sanple
endpoints (Alice and Bob) wth the video stream being protected by
FEC.

Al i ce->Bob: O fer(Audio: G 711, AMR- VB Vi deo: H. 264 FEC- encodi ng: Reed-
Sol onon, LDPC St ai rcase)

Bob- >Al i ce: Answer (Audi 0: G 711, AMR-WB Vi deo: H. 264 FEC- encodi ng: Reed-
Sol onon)

Al i ce->Bob: Two-way AVR-WB Audi o, H. 264 Vi deo, Reed- Sol onon FEC
Encodi ng
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fssi =E: 1400, S: 0, m 8
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Figure 5

v=0

o=bob 16833 O INIP4 0.0.0.0

s=FEC for WbRTC

t=0 0

a=i ce- uf rag: c300d85b

a=i ce- pwd: de4e99bd291c¢325921d5d47ef babd9
az2

a=fingerprint:sha-1
99:41:49:83:4a:97: 0e: 1f:ef : 6d: f7:¢c9:¢c7:7
0: 9d: 1f : 66: 79: a8: 07

a=group: FEGC-FR S1 R1

Pr ot ocol Version |
Session Origin |
Sessi on Nane |
Time session is active |
Session Level |CE parani
Session Level |CE paranmn

Session Level DILS
Fi ngerprint for SRTP

FEC group source/repair

mraudi o 49203 RTP/ SAVPF 109
c= IN I P4 98.248.92. 77

a=rt pmap: 109 AVR- B/ 16000/ 2
a=fntp: 99 interl eavi ng=30
a=maxpti nme: 100

a=sendr ecv

Connecti on Data
2-chan AMR-WB 16 kbps

Can send/rcv audi o

a=m d: SO

a=rtcp- mux Can nmux RTP/ RTCP
b=AS: 256 Bandw dt h

b=RS: 0 RTCP Bandwdi t h
b=RR: 0 RTCP Bandwi dt h

Mandyam et al. Expi res August 2, 2013 [ Page 9]



I nternet-Draft FECFRAMEAWDRTC January 2013
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Figure 6

5. Di scussi on

The use of FEC in WbRTC should not require a significant standards
change, as the FEC Franework approved by the | ETF already specifies
the use of FEC for stream ng protocols. There certainly exists
tradeof fs between the benefits of FEC at smaller block sizes, and the
| atency incurred due to | arger block sizes. However, these tradeoffs
shoul d be consi dered by WbRTC i npl enenters and not as part of the
standardi zation effort for WbRTC. An itemthat can be considered is
whet her a specific FEC schene shoul d be designhated as nandat ory-to-
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i npl enent, so as to provide a level of interoperability anong WbRTC
clients.
6. | ANA Consi derations

This meno i ncludes no request to | ANA

7. Security Considerations

Security considerations are TBD.
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