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Abstract

This nmeno descri bes an extension to the HTTP protocol allow ng web
host operators to instruct user agents (UAs) to renmenber ("pin") the
hosts’ cryptographic identities for a given period of tinme. During
that time, UAs will require that the host present a certificate chain
i ncluding at | east one Subject Public Key Info structure whose
fingerprint nmatches one or nore of the pinned fingerprints for that
host. By effectively reducing the scope of authorities who can

aut henticate the domain during the lifetinme of the pin, pinning nmay
reduce the incidence of man-in-the-m ddle attacks due to conprom sed
Certification Authorities and other authentication errors and
attacks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 19, 2013.
Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

We propose a new HITP header to enable a web host to express to user
agents (UAs) which Subject Public Key Info (SPKI) structure(s) UAs
MJST expect to be present in the host’'s certificate chain in future
connections using TLS (see [rfc-5246]). W call this "public key

pi nning". At |east one user agent (Google Chrone) has experinented
with shipping with a user-extensible enbedded set of pins. Al though
effective, this does not scale. This proposal addresses the scale
probl em

Depl oyi ng public key pinning safely wll require operational and
organi zational maturity due to the risk that hosts may neke

t hensel ves unavail able by pinning to a SPKI that becones invalid.
(See Section 3.) W believe that, with care, host operators can
greatly reduce the risk of MTM attacks and ot her fal se-

aut hentication problens for their users w thout incurring undue risk.

We intend for hosts to use public key pinning together with HSTS (as
defined in [hsts-draft], but is possible to pin keys w thout
requiring HSTS.

This draft is being discussed on the WebSec Working G oup nailing
list, websec@etf.org.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [rfc-2119].

Evans & Pal ner Expires April 19, 2013 [ Page 3]



| nt er net - Draf t

2.

2.

1

Evans & Pal ner

Server and dient Behavior

Response Header Field Syntax
To set a pin,
their
field.

HTTP responses.

Publ i c- Key- Pi ns "Publ i c- Key-Pi ns" ":"

Publ i ¢ Key Pinning Extension for

HTTP

hosts use a new HITP header field, Public-Key-Pins,
Figure 1 describes the syntax of the header

LWS directives

directives = max-age LWS ";" LWS pins
[ pins LWs ";" LW5 max-age
max- age = "max-age" LWS "=" LWS delta-seconds
pi ns = pin
[ pin LW ";" LWS pins
pin = "pin-" token LWS "=" LW5 quoted-string
Figure 1

In the pin rule,

al gorithm and MJUST be either "shal" or

of this specification may change the hash functions.)

string is a sequence of base64 digits:
Section 2.2.

"sha256".

a baseb64- encoded hash.

Cct ober 2012

in

the token is the nanme of a cryptographic hash
(Future versions
The quot ed-

See

Figure 2 shows sone exanpl e response header fields using the pins

extension (folded for clarity).

Publ i c- Key- Pi ns: nmax- age=500;

pi n- shal="4n972Hf V354KP560yw4uqge/ baXc=";
pi n-shal="1vCGeLsbqgzPxdl ObOwuj 2xVTdXgc="

Publ i c- Key- Pi ns: max- age=31536000;

pi n- shal="4n972Hf V354KP560ywAuqe/ baXc=";

pi n- sha256="LPJNul +wowdn6Dsqgxbni nhs\VWH wf p0JecwQz YpCOLnCQ="

Publ i c- Key- Pi ns:

pi n- shal="4n972Hf V354KP560yw4uqge/ baXc=";

pi n-shal="qvTGHdzF6KLavt 4PC0gs2a6pQ00=";
pi n- sha256="LPJNul +wow4nbDsqgxbni nhs\WH wf pOJecwQz YpOLnCQ=" ;

max- age=2592000

Figure 2

Expires April 19,

2013
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2.2. Semantics of Pins

The fingerprint is the SHA-1 or SHA-256 hash of the DER-encoded ASN. 1
representation of the SubjectPublicKeylnfo (SPKI) field of the X 509
certificate. Figure 3 reproduces the definition of the

Subj ect Publ i cKeyl nfo structure in [rfc-5280].

Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithmdentifier,
subj ect Publ i cKey BIT STRING }
Algorithmdentifier ::= SEQUENCE {
al gorithm OBJECT | DENTI FI ER
par aneters ANY DEFI NED BY al gorithm OPTI ONAL }
Figure 3

The SPKI hash is then encoded in base-64 for use in an HITTP header.
(See [rfc-4648].)

If the SubjectPublicKeylnfo of a certificate is inconplete when taken
in isolation, such as when hol ding a DSA key wi t hout donain
paraneters, a public key pin cannot be forned.

We pin public keys, rather than entire certificates, to enable
operators to generate new certificates containing old public keys
(see [why-pin-key]).

See Appendi x A for an exanple non-nornmative programthat generates
public key fingerprints from SubjectPublicKeylnfo fields in
certificates.

2.3. Noting Pins

Upon recei pt of the Public-Key-Pins response header field, the UA
notes the host as a Pinned Host, storing the pins and their

associ ated max-age in non-volatile storage (for exanple, along with
the HSTS netadata). The pins and their associated nmax-age are

col l ectively known as Pinning Mt adat a.

The UA MUST observe these conditions when noting a host:
o0 The UA MJUST note the pins if and only if it received the Public-
Key- Pi ns response header field over an error-free TLS connecti on.

The UAs MUST ignore Public-Key-Pins response header fields
recei ved on HTTP (non-HTTPS) connecti ons.
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o The UA MJUST note the pins if and only if the TLS connection was
authenticated with a certificate chain containing at |east one of
the SPKI structures indicated by at | east one of the given
fingerprints. (See Section 2.4.)

o0 The UA MUST note the pins if and only if the given set of pins
contains at |east one pin that does NOT refer to an SPKI in the
certificate chain. (That is, the host nust set a Backup Pin; see
Section 3.1.)

If the Public-Key-Pins response header field does not neet all three
of these criteria, the UA MUST NOT note the host as a Pinned Host,
and MUST di scard any previously set Pinning Metadata for that host in
its non-volatile store. Public-Key-Pins response header fields that
neet all these critera are known as Valid Pinning Headers.

Whenever a UA receives a Valid Pinning Header, it MJST set its
Pi nning Metadata to the exact pins and max-age given in the nost
recently received Valid Pinning Header.

2.3.1. nmax-age

max- age specifies the nunber of seconds, after the reception of the
Publ i c- Key- Pins HTTP Response Header, during which the UA regards the
host as a Pinned Host (up to a maxi mum of 30 days; see Section 2.5).
The delta-seconds production is specified in [rfc-2616].

Note that by setting a low or O value for nmax-age, hosts effectively
instruct UAs to cease regarding them as Pinned Hosts.

2.4. Validating Pinned Connections

When a UA connects to a Pinned Host, if the TLS connection has
errors, the UA MUST term nate the connection w thout allow ng the
user to proceed anyway. (This behavior is the sane as that required
by [hsts-draft].)

If the connection has no errors, the UAwill then apply a new,

addi tional correctness check: Pin Validation. To performPin

Val idation, the UA will conpute the fingerprints of the SPK
structures in each certificate in the host’s validated certificate
chain. (For the purposes of Pin Validation, the UA MJUST ignore
certificates who SPKI cannot be taken in isolation and superfl uous
certificates in the chain that do not formpart of the validating
chain.) The UAw Il then check that the set of these fingerprints
intersects the set of fingerprints in that host’s Pinning Mtadata.
If there is set intersection, the UA continues with the connection as
normal. O herwi se, the UA MUST treat this Pin Failure as a non-
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recoverabl e error.

Not e that, although the UA has previously received public key pins at
the HTTP layer, it can and MJST perform Pin Validation at the TLS

| ayer, before beginning an HTTP conversati on over the TLS channel.
The TLS | ayer thus evaluates TLS connections with pinning information
the UA received previously, regardless of nmechanism statically

prel oaded, via HTTP header, or sone other neans (possibly in the TLS
| ayer itself, such as specified in [tack-draft]).

2.5. Pin Validity Tines

In harmony with section 5.3.4 "Create and activate pins" of
[tack-draft], clients MJUST enforce a maxi mum age for pins that is no
| onger than the | east of (a) 30 days (30 * 24 * 60 * 60 seconds)
after the nost recent time that the client noted the pin; (b) the
anount of tinme the pin has been noted; or (c) the nost recent tine
the pin was noted + max-age:

active_period _end = MN(current + current - initial,

ti me_pin_noted + nax-age,

current + 30 days)

Figure 4
2.6. Interactions Wth Prel oaded Pin Lists

UAs MAY choose to inplenment built-in public key pins, alongside any
built-in HSTS opt-in list. UAs MJST allow users to override a
built-in pin list, including turning it off.

UAs MJST use the newest information -- built-in or set via Valid
Pi nni ng Header -- when performng Pin Validation for the host.

2.7. Pinning Self-Signed End Entities
If UAs accept hosts that authenticate thenselves with self-signed end
entity certificates, they MAY also allow hosts to pin the public keys

in such certificates. The usability and security inplications of
this practice are outside the scope of this specification.
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3. Security Considerations

Pi nni ng public keys hel ps hosts assert their cryptographic identity,
but there is some risk that a host operator could | ose or |ose
control of their host’s private key. |In this case, the operator
woul d not be able to serve their web site or application in a way
that UAs would trust for the duration of their pin’s max-age.
(Recall that UAs MJST cl ose the connection to a host upon Pin
Failure.)

3.1. Backup Pins

The primary way to cope with the risk of inadvertant Pin Failure is
to keep a Backup Pin. A Backup Pin is a fingerprint for the public
key of a secondary, not-yet-deployed key pair. The operator keeps

t he backup key pair offline, and sets a pin for it in the Public-Key-
Pins header. Then, in case the operator |oses control of their
primary private key, they can deploy the backup key pair. UAs, who
have had the backup key pair pinned (when it was set in previous
Valid Pinning Headers), can connect to the host w thout error.

Because having a backup key pair is so inportant to recovery, UAs
MJST require that hosts set a Backup Pin. (See Section 2.3.)
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4. | ANA Consi der ati ons

Thi s document has no actions for | ANA.
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5. Usability Considerations

When pinning works to detect inpostor Pinned Hosts, users wll

experience denial of service. UAs MJST explain the reason why, i.e.
that it was inpossible to verify the confirmed cryptographic identity
of the host.

UAs MUST have a way for users to clear current pins for Pinned Hosts.

UAs SHOULD have a way for users to query the current state of Pinned
Host s.
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7.

What * s Changed

Renoved the section on pin break codes and verifiers, in favor the of
nost-recently-received policy (Section 2.3).

Now using a new header field, Public-Key-Pins, separate from HSTS.
This allows hosts to use pinning separately from Strict Transport
Security.

Explicitly requiring that UAs perform Pin Validation before the HITP
conversati on begins.

Backup Pins are now required.

Separated normative fromnon-normative material. Renoved tangenti al
and out - of -scope non-normative di scussi on.
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Appendi x A.  Fingerprint Generation

This Go program generates public key fingerprints,

Cct ober 2012

suitabl e for use

in pinning, from PEM encoded certificates. It is non-nornmative.

package main

i mport

)

(

"iolioutil"”

" 0s"
"crypto/shal”
"crypto/ x509"
"encodi ng/ base64"
"encodi ng/ pent
IIfmll

func main() {

if len(os.Args) < 2 {
fnmt.Printf("Usage: % PEMTfil ename\n",

os. Exit (1)
}
penBytes, err :=ioutil.ReadFile(os.Args[1])
if err I'=nil {
pani c(err.String())
bl ock, : = pem Decode( penByt es)

if block == nil {
pani c("No PEM structure found")
}

der Bytes : = bl ock. Bytes
certs, err := x509.ParseCertificates(derBytes)
if err I'=nil {
panic(err.String())
}

cert := certs[O0]

h := shal. New()

h. Wite(cert.RawSubj ect Publ i cKeyl nf 0)
di gest : = h. Sun()

fmt.Printf("Hex: %\nBase64: %\n", digest,

0s. Args[0])

base64. St dEncodi ng. EncodeToSt ri ng(di gest))

Figure 5
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Appendi x B. Depl oynent Gui dance

This section is non-normative gui dance whi ch nmay snooth the adoption
of public key pinning.

0]

Operators SHOULD get the backup public key signed by a different
(root and/or internediary) CA than their primary certificate, and
store the backup key pair safely offline.

It is nost econom cal to have the backup certificate signed by a
conpletely different signature chain than the live certificate, to
maxi m ze recoverability in the event of either root or

i nternmedi ary signer conprom se.

Operators SHOULD periodically exercise their Backup Pin plan -- an
unt ested backup is no backup at all.

OQperators SHOULD start small. Operators SHOULD first depl oy
public key pinning by setting a max-age of mnutes or a few hours,
and gradual ly increase nmax-age as they gain confidence in their
operational capability.
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